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Introduction

Acknowledgement:  We are grateful to the hard working DISA professionals – engineers, program managers, Corporate
Communications and senior executives – who gave generously of their time to contribute to this series of artic les.

By LTG Carroll F. Pollett, Director, Defense Information Systems Agency and Commander,

Joint Task Force-Global Network Operations

The Defense Information
Systems Agency (DISA) will
celebrate our 50th anniversary

on May 12, 2010. If there is one
remarkable constant that characterizes
these five decades, it is the agency’s
ability to transform as technology 
and the demand for information 
have changed. At no other time in our
history have the demands, challenges,

opportunities, and threats to command and control and
information sharing been evolving, all in parallel, at such a
rapid pace. We are focused on meeting these demands and
setting the conditions to assure infor mation dominance in
the future.

The DISA leadership team conducted a detailed
self assessment to determine how to continue to
transform to meet the challenges of operating in
an increasingly complex, unpredictable, and
contested environment. DISA and our mission
partners must provide the information 
capabilities required to support our nation’s
warfighters in the next engagement
whenever and wherever that may occur.

The enterprise that we operate
begins at the edge with each end
user. Users at the edge must have
access to the full range of 
enterprise capabilities and
services so they can leverage
the information and services
they need with conf idence
that the network is 
reliable and the 
information is protected.
We must have an 
enterprise infrastructure
that ensures delivery of

those capabilities and services. It’s not about data; it’s about
reliable, trusted information; collaborating and sharing that
information; and ensuring consistent access to infor mation
on protected networks to enable optimal situational awareness
and decision-making. 

DISA is supported by more than 16,000 military, 
government, and industry employees in 80 locations around
the world. We are committed to being prepared to operate
effectively in an extremely dynamic and challenging global
environment in which the demand for information is 
continually increasing. Toward that end, DISA is focused 
on three lines of operation:

• Providing an enterprise infrastructure that fuses the
protected network, secure computing environment, and
enterprise services to enable information sharing.

• Delivering command-and-control and informa-
tion-sharing services built upon the enter prise

infrastructure.
• Ensuring the ability to operate and assure
agile, responsive, “always on” capabilities 

with the right technology and procedures to
rapidly respond and surge to meet global

situations and demands.
This is something DISA cannot do
alone. We are committed to working

with our mission partners to integrate
and synchronize the design, 

engineering, and provisioning 
of protected networks to 

enable enterprise services
end to end.  

The articles that follow
will describe the effects
that DISA and our 
partners will achieve as
we enable joint
warfighting globally. ❑
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DISA’s Guiding Principles are the foundations of net-centricity: Global Mission;
Begin at the Edge; Full Spectrum of Operations; DoD and Mission Partners;

Contested Battlespace; Always On; End-to-End Service.
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A Note from the Editor

This year’s articles describe how DISA has ref ined its
IT vision.  They show concrete progress on the road
from vision to reality.  The articles also make clear

that DISA needs help from their industr y and government
partners to achieve a seamless next generation enterprise
infrastructure; agile and efficient command and control;
and secure, “always on” capabilities and services.  Here 
are some highlights:

• “Enterprise Support to Warfighting” lays out objectives that
will guide us in f ielding solutions to specif ic challenges
such as  information sharing and collaboration on demand
and real time self provisioning of services that recognize
the user’s capabilities and limitations.  

• “Command and Control – Sharing Infor mation in the
Next Engagement” describes an impor tant shift towards
agile planning and development based on “user stories”
and small increments, called “sprints” that deli ver C2

capabilities faster and more efficiently.
• “Operate and Assure – In a Contested Battlespace”

describes how DISA dramatically increased the 
capacity and diversity of its global network and
improved protections against cyberattack and other
threats to provide assured service to “edge” users
engaged in conventional warfare, nation building, 
counterterrorism, special operations, humanitarian
operations, and disaster relief . 

These articles represent DISA’s commitment to an open
dialog with its user community and with industr y.  We, in
turn, need to respond by helping DISA translate its vision
for the future into near-term improvements in enterprise
infrastructure, command and control, operations, and 
information assurance to support our warfighters, our
National Leadership and our international coalition and
mission partners. ❑

By Warren Suss, President, Suss Consulting, Inc.

Today’s military requires global access to information and planning tools for its members who 
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The 21st century is the information era. The buzzwords
of the 20th century – net-centricity, collaboration,
mobile workforce, information sharing – have

become the realities of the 21st centur y. In this new era, 
our military forces f ind themselves in an operational 
environment that is unpredictable, complex, and rapidly
changing. Our military forces are more than ever dependent
on information in order to be successful as the y respond to
the full range of military operations. 

As DISA looks into the future, it must f ind the ways and
means to dynamically provide information sharing to enable
joint and coalition warfighting with our global mission
partners. To meet the demands across the full range of 
military operations requires a global, protected enter prise
infrastructure. It must underlie every mission in the DOD. 
It must account for the “unanticipated user” and le verage
information wherever it exists – in the DOD, interagency,
coalition, and non-governmental environments. 

The need for this enter prise infrastructure to support 
the warfighter is driven by two sets of imperatives: the
operational imperatives and the efficiency imperatives.

Operationally, the enterprise infrastructure must enable
the United States to respond to a full range of operations
that are complex, unpredictable, and multifaceted. It must
provide the agility for warfighters to connect, identify
themselves, discover and share information, collaborate 
as necessary, all within a protected environment. The 
enterprise infrastructure must support the rapid deployment
of applications and services on-demand, and enable the
warfighter and other users to self-provision safely and
quickly on a protected platform. It must support the 
operational agility, rapid response, and global requirements
of today’s warfighters.

In terms of efficiency, the enterprise infrastructure must
provide low cost of entry and low cost of operation through
a stable platform supported by an agile business model. 
The enterprise infrastructure has to provide commonly used
services and capabilities so that the militar y services and
other users don’t have to provide their own. It must also
allow rapid change and deliver highly scalable, on-demand
services quickly, but free of unnecessary bureaucratic 
practices. The enterprise infrastructure ought to allow users
to apply operating rather than investment dollars and online
payment in the same manner as we do at home. It is also
necessary that the infrastructure be based on self-provisioning,
with very few people and few processes between the users
and the users’ needs. And it must employ those emerging
spectrum technologies that benef it DOD’s ability to access
the electromagnetic spectrum globally for end-to-end 
wireless connectivity.

What is the Enterprise Infrastructure?

The enterprise infrastructure is an integrated platform – the
network, computing environment, services, and information
assurance.  It is based on standards and common approaches
to enable information sharing and a collaborative environment
for warfighters and enterprise users. It will comprise a
seamless blend of communications, computing services, and
information assurance that is focused on Inter net Protocol
(IP) and standard computing platforms. The enterprise
infrastructure will be characterized by the self-provisioning
of on-demand capabilities and services and will be designed
to recognize the user’s capabilities and limitations.

The network component is characterized by unified 
communications and everything over IP, or EoIP. The 
movement from dedicated circuits to IP brings v ersatility
never before experienced, with IP as an equalizer.
Converged voice, video, and data services on the network
will complement other enterprise services that promote
information sharing and collaboration on demand. 

Enterprise computing centers will offer infrastructure,
software, and platform services. Tools and services to 
construct applications will be remotely accessible in the
enterprise computing centers so that developers will have 
an easier time deploying and so end users see higher 
performance and reliability. Software will be developed 
and tested safely in one computing zone, and then it will be
moved into production zones – all automaticall y.

Enterprise services will improve information sharing 
and reduce the risk calculus in development, technology,
implementation, and investment. They will be of two 
varieties:  those that users interact with directl y and those
that operate in the background or “behind the glass” to
manage the cloud and allow machine-to-machine transactions
much the same as we experience in using the Internet. They
will reside in and operate on a computing infrastr ucture
integrated with the network. Both the computing and network
infrastructure will be protected by the mission assurance
tools and techniques DISA is deploying today. They will 
be managed as a por tfolio of small projects and not as a
single large program. Each will have its own life cycle 
with its own deliverables on its own development cycle,
providing much greater flexibility.

Today, DISA-provided enterprise services are enabling
enhanced and/or expanded capabilities via the enter prise
infrastructure. 

Among them is the Rapid Access Computing Environment
(RACE), which is DISA’s on-demand elastic computing
environment. DOD users can self-provision over the network
using as much server computing as an effort requires 
without having to own anything. DISA provides the 

Enterprise Services to Warfighting
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computing, storage, and access to the network. There are
prebuilt Windows and Linux server environments configured
to DOD security standards and accredited. Users then deplo y
their own software, including commercial software, onto
RACE. When users need more capacity, they self-provision
that too. When a user is done with capacity, for instance at
the completion of a test, they can simply turn it off and stop
paying. Today, programs and projects can get star ted fast;
they don’t need to wait for the acquisition, delivery, and
configuration of servers and storage; they just use RACE,
over the network from wherever they are in the world. 

DISA has adopted the same agile and collaborati ve 
development approaches that are serving as engines of
innovation on the Internet. DISA’s Forge.mil was developed
in the same way that the open-source community created 
an entirely new industry and produced game-changing
capabilities, such as the Linux operating system. Forge.mil
lays the foundation for on-demand, agile software 
development by providing a transparent, accelerated 
DOD-wide software development environment that enables
continuous collaboration among DOD software developers,
testers, certifiers, operators, and users. It allows the sharing
of best practices and software components and access to
development tools/services, saving money, improving software
development efficiency, and driving collaboration that helps
deliver better software faster to the warfighter. In one year

of operation, Forge.mil already has more than 4,000 
registered users on 170 hosted projects and has more than
500 software releases available for download.

ProjectForge, which was released in January 2010, is 
the newest offering in DISA’s family of Forge.mil services,
and it expands the initial SoftwareForge capabilities in 
hosting public projects for software reuse and collaborative
development. The Forge.mil family will ultimately comprise
five components. In addition to SoftwareForge and
ProjectForge, the other components are Cer tificationForge,
which will support agile certification; StandardsForge,
which will drive collaborative standards development; and
TestForge to provide on-demand, software-testing tools.

Forge.mil is among the Exellence.Gov Awards “Top 20”
for 2010 and is a f inalist for the Excellence.Gov Award. 
In 2009, Forge.mil won Information Week’s Government
Innovators Award and Government Computer News’ Great
dot-gov Web sites award.

RACE and Forge.mil will be used by the Army to support
their upcoming “Apps for the Army,” which is a Web and
mobile application development competition for active 
duty Army, National Guard and Army civilians. It will 
be a test case for agile and collaborati ve development. 
Through RACE, DISA will provide standardized Windows
and Linux development platforms and mobile emulation 
software for SharePoint, ASP.Net, Android, and Blackberry
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applications. RACE is providing up to 100 vir tual servers
for the 90-day “Apps for the Army” contest, which will 
culminate with the winning applications being awarded at
the LandWarNet Conference in August.

On-demand collaboration is a principal attribute of the
enterprise infrastructure. Today, Defense Collaboration
Online (DCO) and DISN Video Services-Global (DVS-G)
are two services available on the network, the former for
Web conferencing and chat and the latter for studio-based
video conferencing. There are more than 300,000 registered
users of DCO today, using over 22 million meeting minutes
per month, and more than 120 video conferences per da y on
DVS-G. DCO was a key tool in the Haitian relief ef fort, and
it has been integrated into command and control and dail y
operations of the DOD. DCO is also a f inalist for the
Excellence.Gov Award and is already ranked among the
Excellence.Gov Awards “Top 20” for 2010. Toward the
future, there will be an integrated collaboration service in
the enterprise infrastructure as DISA plans and executes a
Defense collaboration services strategy in the near future.

The Global Information Grid (GIG) Content Delivery
Service (GCDS) today allows users to deliver and consume
applications at the edge, saving bandwidth and increasing
availability and performance. GCDS nodes are positioned
globally, allowing a user to access applications and 
information without the effects of latency, poor connections,
and disruptions. A great example is the National Geospatial
Intelligence Agency’s use of GCDS to deliver and stage
imagery in seconds over the network instead of burning
map data on CDs that take 72 hours to deliver.

Because the DOD operates in a contested battlespace,
mission assurance is a critical attribute of the enter prise
infrastructure. DISA and its mission par tners are 
embarked on a joint approach that will gi ve warfighters 
and enterprise-service users mission dependability. The 
network, the computing infrastructure, and enterprise 
services will evolve to a joint mission assurance model that
has common enterprise-scale perimeter defenses and will
support a broad range of sharing policies from completel y
unclassified to highly classified information. Common
approaches to identifying people, services, and other 
entities on the network, along with innovative approaches 
to access control, will be embedded in the infrastr ucture. 

Recent Examples of Enterprise Capabilities Being Applied Today
A recent and relevant example is the challenge faced by

the DOD in the suppor t provided to Operation Unif ied
Response for the disaster recovery and humanitarian relief
efforts in Haiti. Haiti experienced a catastrophic earthquake
on Jan. 12, 2010, which demanded an extraordinary world
response to help the people and government of Haiti. The

first need was to quickly share information and collaborate
among partners that ranged from the U.S. military and other
government agencies to other world governments, 
non-governmental organizations, and many private 
companies – none of which was anticipated on January
11th.  DISA and others worked together to respond 
quickly and flexibly with the tools available today, 
including non-classified information sharing and 
collaboration tools.  DISA also worked with its mission
partners to meet network capacity needs, both ter restrial
and satellite, as well as radio spectrum deconfliction
requirements.  Leveraging the implementation of the 
Pacific Command’s All Partner’s Access Network (APAN)
collaboration tool and DISA’s Defense Collaboration 
Online (DCO) services, DISA and others demonstrated 
the power of net-centric capabilities that suppor t situational
awareness, planning, and decision making.

Using the concept of the enter prise infrastructure, DISA
partnered with the Air Force to implement a high-assurance
Web services platform in the enterprise computing centers.
This is a DISA-managed suite of common ser vices and
code runtime environments (JAVA and .Net). The services
include a directory service, a meta-data environment, and a
federated identity manager. When fully operational, the
configuration baseline and associated governance model
will permit the rapid development of code enabling Web
services that are interoperable, discoverable, and secure. 
In the coming months, DISA and the Air Force plan to
demonstrate the ability to deploy an array of Web-based
applications faster and at less cost compared to traditional
systems-development models. 

DISA is also engaged with the Navy, working with the
Naval Sea Systems Command to develop an Enterprise
Portfolio Management (EPM) hosting philosophy. Eight
new systems and three cur rent systems will be par t of the
EPM family in a cloud-like environment in enterprise data
centers. The EPM model will be rolled out to additional
Navy commands by the end of 2010. 

At the end of the day, the enterprise infrastructure must
support and facilitate leaders’ abilities to have situational
awareness, develop courses of action, and make decisions. 
In an environment characterized by uncertainty and 
complexity, DISA supports our mission partners by 
providing net-centric capabilities and services. Responding
to simultaneous and persistent global threats, DISA is 
continually working to set the conditions for the ne xt
engagement. Innovation and existing programs have laid 
the foundation. Working with all of our mission par tners
DISA is now focused on the planning, technology, solutions,
and business models necessary to bring the enter prise 
infrastructure to the next level. ❑
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Today, warfighters face a range of dynamic and complex
missions. To be successful, our forces, including
coalition partners, must have the information, 

situational awareness, and tools to operate in rapidly 
changing environments no matter what the situation or
threat. The lynchpins are agile, responsive command and
control (C2) capabilities built on the enter prise infrastructure.

As a principal component of the DOD strate gy, DISA’s
efforts are focused on building a set of capabilities and ser vices
guided by the objectives of net-centricity. Future C2 will
leverage a net-enabled environment with attribute-based
access to services in dispersed locations and designed to
minimize bandwidth consumption and maximize sur vivability.
Building the C2 capabilities and ser vices must be done with
recognition that the cyber threat is real and that warfighters
operate in a highly contested battlespace.

Agile, responsive, on-demand C2 is a force multiplier that
improves the warfighter’s ability to manage the battlef ield.
This will be accomplished through the implementation of 
a joint C2 architecture that provides access to relevant
information, collaborative tools, and data as enter prise
resources. DISA is responsible for leading the development
of the joint C2 architecture, which will be used to guide 
the evolution of capabilities. This architecture focuses on
establishing joint C2 as par t of the net-centric DOD by
exposing C2 functional and data services to other communities
while making maximum use of existing and evolving enterprise
and non-C2 community services. An enterprise-based 
integrated, joint architecture and adherence to data standards
will facilitate rapid, seamless, and distributive collaborative
information exchange. This integrated joint architecture and
associated joint standards will facilitate interoperability and
support diversity of vertical and horizontal information
flows thus creating a vir tual collaborative environment for
the warfighter.

However, we can’t continue to deliver C2 capabilities
using the processes developed for large-scale weapons 
systems acquisitions. Recent congressional and DOD
reports have highlighted the need to evolve to smaller 
projects and more agile processes that can produce timel y
and relevant C2 capabilities. By using an approved, jointly
developed C2 architecture that exploits an enterprise 
infrastructure, capabilities will be produced in small 
increments that include interactive user participation
throughout the process. This agile approach enables developers
to keep emerging technical capabilities synchronized with
rapidly changing mission requirements.

Joint C2 capabilities in the DOD will e volve through
incremental, collaborative development, testing, and delivery
processes that are implemented by DISA and the military
services. DISA, as a par t of the testing community, is working
with the testing community to establish and implement 
an interoperability testing approach, which ensures that
capabilities will achieve the objectives of the targeted 
environment. As the operational sponsor for joint C2, the
U.S. Joint Forces Command ensures warfighter requisites
are accounted for throughout the entire process.

Capabilities developed and recently fielded via the
Global Command and Control System – Joint (GCCS-J)
and Global Combat Support System – Joint (GCSS-J) 
were major steps in the mig ration from tightly coupled,
client-server-based systems to more loosely coupled, 
services-based, net-centric capabilities that deliver the 
type of speed and agility needed. 

GCCS-J, DOD’s joint C2 system, is an essential component
for successful implementation of the operational concepts
of dominant maneuver, precision engagement, and full-
dimension protection. GCCS-J provides the foundation for
the exploitation of service-unique C2 systems and information
in the joint, interoperable environment. GCCS-J provides a
fused picture of the battlespace within a moder n, information
environment that is capable of meeting joint warfighter needs.
GCCS-J incorporates the core planning and assessment tools
required by combatant commanders and their subordinate
joint task force commanders while meeting the readiness
support requirements of the services. To achieve this, GCCS-J
provides situational awareness, imagery exploitation, indications
and warning, collaborative planning, course-of-action 
development, intelligence mission support, and real-time
combat execution capabilities. The capabilities provided 
by GCCS-J are needed to accelerate operational tempo 
and conduct successful military operations in the modern
warfare environment.

The GCSS-J is the system for the joint lo gistics warfighter.
GCSS-J is a logistics “one-stop shop” of capabilities via
single sign-on access to a wide range of tools and data.
Combatant commands (COCOMs) have the ability to 
customize capabilities, such as watchboards and reports, to
meet individual requirements in support of their operational
mission. GCSS-J Increment 7 used an agile de velopment
methodology to deliver capability faster than the traditional
18-month block-delivery time frame. The agile model is
comprised of a planning phase between the operational
sponsor and the program management office in which

Command and Control – Information
Sharing in the Next Engagement
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requirements in the form of “user stories” are allocated to a
“sprint.” Multiple sprints, often three to four , comprise a
release with each sprint being a 30-day development cycle.
After each sprint, an assessment by functional subject 
matter experts is conducted to ensure that the capability is
on track with user expectations and acceptance criteria. 

To be effective, an agile model of this type requires earl y
and frequent participation by all stakeholders, including 
the operational sponsor, the material developer, and the 
operational and information-assurance test communities.
Since March 2009, the implementation of this agile model has
enabled DISA to deliver five major releases of capability to
the joint logistics warfighter. This is the type of speed needed.

Information sharing across many domains is also an
important requirement. Commanders must operate in 
environments that enable them to rapidly and effectively
share information with mission partners operating across 
all engagements. This will require better collaboration with
the military services, coalition partners, other agencies, and
non-governmental organizations. 

DISA provides standard MNIS services and applications
to address the need for multinational infor mation sharing
(MNIS) with allies and coalition par tners, other agencies,
and non-governmental partners. One of the programs in the
MNIS portfolio is the Combined Enter prise Regional
Information Exchange System (CENTRIXS). 

CENTRIXS supports intelligence and classif ied operations
information exchange and sharing up to the Secret Releasab le
level. The global environment is managed by DISA to 
serve and interconnect command elements. The command
enterprises consist of servers, applications, and encryption
systems that form essentially autonomous service 
environments. These interconnect command enclaves
through existing regional communications networks for
bilateral or multilateral access among cooperating nations
and international organizations. 

CENTRIXS capabilities support the U.S. Central Command’s
effort in Iraq and its Afghanistan Mission Network. In the Far
East, CENTRIXS systems serve as the conduit of operations
for all major U.S.-Japan and U.S.-Korea exercises and contin-
gencies, and CENTRIXS also supports political-military missions
with secure communications for day-to-day operations.

DISA is now working to move information sharing to a
net-centric environment based on appropriate policies, standards,
and enterprise services. This will facilitate a dynamic
exchange of information based on needs and the classif ication
and releasability of information instead of the cur rent
approach with physical network separation. The new concept
envisions an information-sharing environment enabled by
social networking and related collaborative technologies.

Information sharing with coalition par tners is critical, 
but so is collaborating, communicating, and sharing 
information with a broader or equally broad range of 
federal agencies and non-governmental organizations.

An illustrative example of collaboration and information
sharing that recently took place is Operation Unif ied
Response, the disaster-relief effort in response to the 
massive earthquake in Haiti. The relief effort relied on
DISA’s Defense Collaboration Online (DCO), Pacific
Command’s All Partner’s Access Network (APAN), and a
Joint Capability Technology Demonstration (JCTD) called
Transnational Information Sharing Cooperation (TISC).
Pacific Command hosted the TISC-APAN servers at the
Pacific Warfighting Center in Hawaii. DISA and others 
provided engineering and development support, using the
agile JCTD developmental process to infuse functionality
for a “best of breed” framework. 

This partnering enabled the Department of Defense to realize
168 enhancements to APAN to include enhanced capabilities
like social networking and situational awareness. The power of
these net-centric capabilities provided situational awareness,
planning, and decision making and enabled and enhanced
command and control through information sharing.

One of DISA’s strategic objectives is to provide effective,
reliable, secure, agile, national and operational command and
control and information-sharing capabilities that adapt to rapidly
changing circumstances. DISA is committed to ensuring
these capabilities are available for the next engagement
through the implementation of a joint C2 architecture that
provides access to relevant data, information, and collaborative
tools as enterprise resources. This is something DISA cannot
do alone. We are committed to working with our mission
partners to integrate and synchronize the design, engineering,
and provisioning of protected networks to enable enterprise
services end to end and to provide command-and-control 
and information-sharing services built upon the enterprise
infrastructure. Our partnerships with the military services,
coalition partners, inter-agencies, and non-government 
organizations are integral to achieving these objectives. ❑
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Haiti disaster recovery operations immediate net-centric response: additional 
satellite bandwidth; collaboration services for both unclassified and classified 
military command and control; non-classified information sharing; spectrum 
planning and de-confliction; and machine-to-machine messaging.
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The Defense Information Systems Agency is committed
to providing the leadership and operational str ucture
to ensure the DISA enter prise is dependable, reliable,

available, secure, and protected to fully support military
forces across the full spectrum of operations and in any
form of contested cyber battlespace environment.  

DISA is expected to be “always on” despite a contested
cyber battlespace and signif icant threats to the infrastructure.
We also must be able to isolate or bypass disruptions in order
to keep on providing services. 

Users demand capabilities now, services now, plug in
anywhere, even on the move. DISA’s responsibility is to be
prepared for the “next engagement” by ensuring that U.S.
military forces are able to connect, pull information needed
for their missions, and freely exchange information on
demand. The warfighters must be able to do these things
throughout the full spectrum of military operations, 
including conventional warfare, nation building, 
counterterrorism, special operations, humanitarian 
operations, and disaster relief.

“Always on” means that DISA provides, operates, and
assures the full range of capabilities and ser vices supporting
critical warfighting connectivity and business information.
This demands a secure, robust enter prise infrastructure that
is effectively operated and managed, providing capabilities
and services in the face of a cyberattack, as well as natural
disasters, technology failures, and man-made incidents such
as fiber cable cuts. 

“Always on” also means that the power of the infrastructure
can be extended wherever in the world it is needed to suppor t
missions and to satisfy the cr ucial demands at the “edge.” 

DISA has a global operational str ucture with a “Network
of Network Operations Centers” that provide the ability to
seamlessly operate and manage the DISA enter prise with 
an ability to surge and focus capabilities anywhere in the
world to support contingency and crisis operations. This
operational structure is built upon a common framework of
tactics, techniques, and procedures (TTPs), using advanced
network and security management technologies. We will
continue to leverage “net-centric” concepts enhancing

Operate and Assure – 
In a Contested Battlespace
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Assured access to critical information from multiple sources promotes IT agility and enables faster and more accurate decision making.
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continue to leverage “net-centric” concepts enhancing
NetOps information sharing, network defense, and situational
awareness across the enterprise. 

DISA’s operational structure provides the ability to operate
and manage a global network infrastructure providing optimum
diversity and capacity in suppor t the Department of Defense
global warfighting requirements. As an example, the capacity
of DISA’s global network has grown from 480 gigabits per
second in 2005 to more than 5,500 gigabits per second in
2010.  Additionally, DISA’s Computing Services capabilities
are “always on” with continuous operations suppor ting more
than three million users of more than 2,800 applications,
providing more than 3.7 petabytes of storage. Computing
Services has become DOD’s number one provider of 
personnel, payroll, logistics, accounting, and medical 
records processing. To our users, it’s the availability and 
reliability of the information that is important.

This is a team effort, and DISA realizes that it cannot 
be successful without fully engaging all its par tners.  DISA
and its mission partners must synchronize our efforts and
fully leverage industry’s capabilities to help improve and
expand our capabilities.  We must address emerging needs
to ensure that our forces can always, in all conditions, access
needed information, communicate, collaborate, and share

information on a protected and tr usted network. 
There are many successful examples of these partnerships

at work. In Iraq and Afghanistan, DISA, the military services,
U.S. Central Command forces, and the telecommunications
industry partnered to extend core networks, support training,
provide spectrum analysis and deconfliction, and install
automated tools for spectrum operations. The teamwork 
and innovative thinking and elimination of traditional 
barriers proved essential in meeting the demand for more
bandwidth and diversity. 

Improving the bandwidth and diversity situation in Iraq
and Afghanistan also enhanced capacity and diversity for the
Pacific, European, and Africa Commands. In order to meet
users’ growing information needs during the two simultaneous
Central Region operations, DISA established new commercial
satellite and terrestrial bandwidth solutions. A more diverse,
east and west, global, international grid is now operational,
eliminating critical single points-of-failure and mitigating
the conventional bandwidth congestion problems experienced
by in-theater forces. The combined effect dramatically
improves theater information exchange and collaboration
and also provides alternative inter-theater routing when
major, undersea f iber cuts occur in the Mediter ranean Sea,
Persian Gulf, Indian Ocean, or Pacific Ocean. 
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for being “always on.” DISA is ensuring the reliability of
the network by building in security tiers to reduce the attack
surface. Two DISA initiatives in this area are the Host
Based Security System (HBSS) and demilitarized zones
(DMZs).  HBSS is a flexible, commercial-off-the-shelf-based
application that monitors, detects, and counters in real time
known cyber threats to the DOD enterprise. It employs
machine-to-machine techniques for control and audit to
enable the DOD to see the status of its devices and to 
manage them. DMZs will allow safe sharing among mission
partners inside and outside the DOD. The DMZ effort
involves moving servers and services that face outside the
DOD into a zone where they can be afforded a range of
access controls. For some applications, like those used by
the Defense Logistics Agency to interact closely with 
industry partners, the policy will be very conservative. For
other applications, like a public Web site, the policy will be
very open. 

An aspect of availability and reliability, particularly on
the battlefield, is the assurance of sufficient spectrum 
capabilities and services for effective operations. DISA 
provides direct, operational support to commanders, 
including electromagnetic battlespace planning, deconfliction,
and joint spectrum interference resolution. DISA pursues
emerging spectrum technologies and will continue to advocate
for current and future military spectrum requirements. The
reality is that a vast majority of spectrum is shared between
commercial and government users, and there is plenty of
precedence for close cooperation between industry and 
federal users 

The enterprise infrastructure must be available “24x7x52” –
24 hours a day x 7 days a week x 52 weeks a year. Partnerships
and collaboration are the keys to building such an enterprise
infrastructure and providing the capabilities and services
that fully support DOD and all mission partners along the
entire spectrum of military operations. DISA values not
only our military partners but also our partners in industry
and academia. We recognize that we do not have all the
answers. We are looking to industry to bring forward 
innovative technologies to meet the goals of the new DISA
2010 Campaign Plan, our strategic framework that describes
how we will achieve our vision of enabling information
dominance and accomplishing our mission today and in 
the future. The DISA strategic objective is to operate and
assure our enterprise infrastructure and the command-and-
control/information-sharing capabilities and services we
provide through dynamic control focused on the full 
spectrum of military operations. ❑
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Indefinite Delivery/Indefinite Quantity Contracts

Contract Title/Contract Number Description Prime Contractor Period of Performance
Data Link Service Provider (DSP) The DSP contract provides new data link ARINC Engineering Services, LLC Through 30 September 2010*

HC1013-06-D-2001 and voice capabilities for Global Air 

Traffic Management aircraft.

DISN Access Transport Services (DATS) The DATS contracts provide telecommunication Region 1 - QWEST Through 30 October 2016*

HC1013-07-D-2005 (Region 1) transport services in the Continental United Government Services,

HC1013-07-D-2006 (Regions 3 & 4 States (CONUS) from telephone company) Incorporated (HC1013-07-D-2005)

HC1013-07-D-2007 (Region 2) demarcation point (telco demarc) Region 2 - AT&T Corporation

to telco demarc (HC1013-07-D-2007)

Regions 3 & 4 - Arrowhead Global 

Solutions, Incorporated 

(HC1013-07-D-2006)

Defense Information System Network (DISN) The DGS contracts provide life cycle support Apptis (small business) Through 30 September 2010*

Global Solutions (DGS) management for the DISN worldwide. Science Applications International

DCA200-02-D-5000 and 5001 Corporation (SAIC) (large business)

Subcontractors:

There are several major subcontractors (large, small and small disadvantaged businesses); subcontractors can be added at the request of the prime contrac-

tors and are not limited to only one prime contractor.

Defense Information System Network The DNMSS-G/R Associate Support Contract DNMSS-G/ NEC: The period of performance for   

(DISN) Network Management Support (ASC) provides support services for DISN- Computer Sciences Corporation HC1013-07-D-2023

Services Global (DNMSS-G) related networks and systems, and for other DNMSS-G/ ASC: is through 14 June 2012.*

HC1013-07-D-2023 Department of Defense (DoD) and Oberon Associates Inc. The period of performance for

Government networks and systems. HC1028-08-D-2000 is 

HC1028-08-D-2000 The DNMSS-G/R Network Engineering Contract through 23 December 2012.*

(NEC) provides support services associated with

network and system management and other 

related support services for DISA and DoD 

Military Services and Agencies, and other U.S.

Government Departments and Agencies on a 

global basis.

Defense Information System Network (DISN) The Defense Information System Network Caprock Government Solutions, Inc. Through 15 February 2011*

Satellite Transmission Service-Global (DSTS-G) (DISN) Satellite Transmission Service-Global ARTEL Inc. (small disadvantaged 

DCA200- 01-D-5002 thru 5004 (DSTS-G) contracts provide a full range of business)

global fixed satellite bandwidth, earth terminals DRS Technical Services, Inc.

and related satellite-based business and 

enterprise services and solutions.

DISA Contracts Guide
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* Period of Performance includes all option years.

This year, the theme of DISA’s Customer Partnership Conference is “The Next Engagement.”  DISA strives to be proactive
in supporting our customers by establishing telecommunication and information technology contracts in advance of their
needs.  As you look through the following listing of contracts, you will notice that many contracts are performance-based,
flexible, and easy-to-use.  The staff of the Defense Information Technology Contract Organization can assist by issuing
task/delivery orders for customers, or in some cases, customers’ contracting officers can take advantage of “decentralized
ordering,” which allows the flexibility of ordering and administering their own task/delivery orders.  Either way, customers
receive the services they require quickly and efficiently, obtaining the best-value solution.
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Indefinite Delivery/Indefinite Quantity Contracts continued

Contract Title/Contract Number Description Prime Contractor Period of Performance
Defense Information System Network (DISN) This contract is a communications “building Verizon Business Network Through 5 March 2019*

Transmission Services-Pacific II (DTS-P II) block” of the Global Information Grid. Services Inc.

HC1019-09-D-2000

ENCORE II The ENCORE II contracts provide IT solutions for 3H Technology - SB Through 31 May 2018*
HC1028-08-D-2001 through 2003 activities throughout all operating levels of all AnviCom, Inc. - SB, SDB
and HC1028-08-D-2005 through 2027 customer organizations in support of all functional Analytical Services, Inc. (ASI) - SB

requirements including Command and Control (C2), BAE Systems Information Technology Inc. - LB
Intelligence, and Mission support areas, and to Booz Allen Hamilton, Inc. (BAH) - LB
all elements of the Global Information Grid (GIG). CACI, Inc. - Federal - LB

Computer Sciences Corporation (CSC) - LB
Computing Technologies, Inc. (COTS) - SB, SDB, VOSB
Data Systems Analysts, Inc. (DSA) - SB
Electronic Data Systems Corporation (EDS) - LB
FemmeComp, Inc. - SB, WOSB
IBM BCS - Federal - LB
Jacobs Technology, Inc. - LB
L-3 Services, Inc. - LB
Lockheed Martin Information Services, Inc.; (LMIS) - LB
NETCONN Solutions - SB, WOSB
Northrop Grumman Information Technology (NGIT) - LB
Oberon Associates, Inc. - SB, WOSB, VOSB, SDVOSB
Raytheon Company - LB
Pragmatics, Inc. - SB
Professional Software Engineering, Inc. (PROSOFT) - SB
Science Applications International Corporation (SAIC) - LB
Solers, Inc. - SB
Systems Research and Application Corporation (SRA) - LB
TranTech, Inc. - SB, WOSB
Unisys Corporation - LB

Europe Enterprise Wireless Services The Wireless Services Contract provides Vodafone D2, GmbH Through 9 October 2014 *
HC1021-05-D-2000 commercial Global System for Mobile (GSM)

telephone services, wireless Personal Digital
Assistant (PDA) services, and other wireless 
services for all DITCO Europe customers 
throughout the U.S. European Command 
(USEUCOM) and the U.S. Central Command 
(USCENTCOM) Areas of Responsibility (AORs).

International Maritime Satellite (INMARSAT) The International Maritime Satellite (INMARSAT) AOS, Inc. Through 5 June 2012 *
DCA200-02-D-5024 through 5028 contracts provide a full range of mobile satellite L-3 Global Communications 

elecommunications airtime service, equipment Solutions, Inc.
and maintenance. Caprock Government Solutions, Inc.

Arrowhead Global Solutions, Inc
ADC of Delaware, LLC
O’Gara Satellite Systems, Inc.

Iridium Enhanced Mobile Satellite The EMSS contract provides a full range of General Dynamics Decision Through 25 November 2012 *
Service (EMSS) Iridium satellite and ancillary equipment to be Systems, Inc.
HC1047-08-D-0002 used with Iridium satellite airtime service.
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* Period of Performance includes all option years.
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Indefinite Delivery/Indefinite Quantity Contracts continued

Contract Title/Contract Number Description Prime Contractor Period of Performance
Joint Hawaii Information Transfer The Joint Hawaii Information Transfer System AT&T Through 17 August 2016 *
System (JHITS) (JHITS) contract provides the primary inter-and 
HC1019-06-D-2002 intra-base Telecommunications services for the

Department of Defense (DoD) in the State of 
Hawaii, providing end-to-end common user 
switched and dedicated transmission services.

Joint Spectrum Center, Electromagnetic ITT Corporation, Advanced Through 21 September 2016*
Spectrum Engineering Services (JSC-ESES) Engineering & Sciences Division
HC1047-07-D-0001

Blanket Purchase Agreements

DISN Global Services IDNX/PROMINA The Services IDNX/Promina Companion NET.COM Through 31 January 2014*
Companion Equipment (DICENET) Equipment BPA provides Promina network
HC1028-09-A-2005 hardware, software and maintenance through

“NET.COM”.

Electronic Commerce/Electronic Data This BPA is for continuing efforts in the Northrop Grumman Space and Through 3 July 2010
Interchange (EC/EDI) Infrastructure enhancement and fielding of an improved Mission Systems Corp
Support capability to conduct Electronic Data Interchange
HC1047-05-A-4001 (EDI) supporting Electronic Business/Electronic

Commerce (EB/EC) within the Federal government.

Red Hat Linux Enterprise Software Red Hat Enterprise Linux is the premier operating DLT Solutions, Inc. HC1028-09-A-2003:
HC1028-09-A-2003 system for open source computing. It’s sold by Carahsoft Technology Corp. Through 17 February 2014 *
HC1028-09-A-2004 annual subscription, runs on seven system HC1028-09-A-2004:

architectures, and is certified by top enterprise Through 9 February 2014 *
software and hardware vendors.

Sun Support Total Enterprise Warranty The SSTEW BPA offers extended warranty, Dynamic Systems Through 31 May 2011 *
(SSTEW) maintenance, education and professional 
DCA200-02-A-5011 services for all SunMicrosystems products

ManTech Integrated Data Systems The ManTech BPA provides a Source ManTech Integrated Data Systems Through 14 June 2014 *
HC1028-09-A-2008 Selection Tool that will be used by acquisition 

organizations to conduct proposal evaluations 
in best value competitions.

Basic Ordering Agreements

Unitech Consulting, doing business as The Chameleon BOA provides a full range Chameleon Integrated Services, Inc. Through 31 August 2011 *
Chameleon Integrated Services, Inc. of technical support services in the areas
HC1013-06-G-2002 of Information Technology and Telecommunications.

TechTrend, Inc. The TechTrend BOA provides for the purchase TechTrend, Inc. Through 9 February 2013 *
HC1028-10-G-2001 of technical support, materials, and Information

Technology (IT) equipment in support of the 
Federal Government.

* Period of Performance includes all option years.
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